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Traveler’s Safety Checklist

v Plan Ahead

Pack / Upload only the research files you truly need.
Use a dedicated travel laptop or phone if possible.
Register your trip through U of T’s partnership with International SOS if you are a student.

Consult the Government of Canada Travel Advisories for guidance on your destination.
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Review local laws and import / export restrictions relevant to your research area.

v Stay Aware
0 Recognize which elements of your research could draw unwanted interest.
0 Bemindful in casual conversations, share only what’s appropriate.

7 Think twice before posting updates about your trip or research online.

v Protect Devices
U Always keep electronic devices in your possession.

0 Avoid connecting your devices to unknown Wi-Fi or Bluetooth sources, use your phone as
a hotspot ifneeded.

0 Turn off automatic connection capabilities to avoid having your devices connect or
pair automatically with unsecure networks.

7 Use strong passwords and a trusted password manager.

7 Useonly your personal charger and avoid plugging devices into shared or public USB ports.

v Keep Your Network Safe

0 Beawarethatyou’re alink to your colleagues and partners.

0 Report any suspicious requests or phishing attempts to U of T’s Information Security
Team.

T After travel: change your passwords, run antivirus scans, and wipe your devices if possible.

Travel confidently. Share boldly. Protect your research.
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https://learningabroad.utoronto.ca/safety-abroad/in-an-emergency/?_gl=1%2A1s54sc9%2A_gcl_aw%2AR0NMLjE3MzI1NTkwNjYuRUFJYUlRb2JDaE1JM2QzanU0MzRpUU1WbUVmX0FSMnJURFc1RUFBWUFTQUFFZ0p4WmZEX0J3RQ..%2A_gcl_au%2AMTA1Njk5ODQxMy4xNzM2MTk0OTgw
https://travel.gc.ca/travelling/advisories
https://security.utoronto.ca/report-an-incident/
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