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Traveler’s Safety Quick Reference Guide

Maintain Awareness of Unsolicited Requests

Recognize subtle approaches.

Experienced researchers may be approached at conferences, dinners, orthroughunexpected
invitations. Ifanofferseemsunusually generous or too convenient, take a moment to verify its
authenticity.

Set professional boundaries.

Have polite ways to redirect discussions away from sensitive topics. Forexample: “That projectis
underreview, lunfortunately can’tsharedetailsyet.

Manage Travel Data Carefully

Use dedicated devices.

Consider bringing adedicated travel laptop or phone with only the essentials. Keep critical
unpublished data secure at home or on approved institutional cloud storage, rather than on travel
devices.

Preparesafe-to-share materials.
Createversionsof presentationsthatincludeonly the information required for your audience.

Plan for Device Checks in Certain Regions

Expect inspections.

In some locations, devices may be examined at border crossings or security checkpoints. Keep
devices free of sensitive data.

Scenarios to Learn from While Traveling

Ataconference:

ACanadian professor attending a panel was invited to an informal dinner by new contacts. Questions
arose about upcoming grants and collaborators. By steering the conversation toward already
published work, they avoided disclosing internal timelines.

Inahotelroom:

Aresearcher plugged their phoneinto a hotel USB port. Malware was silently installed, leadingtoa
credentialbreachweekslater. Theresearchernowrelies exclusively on personal AC adaptor chargers
and power banks.

Regarding opportunities:
Avisiting scholar program offered lab space and generous stipends but required signing over joint

intellectual property rights. After consulting their institution’slegal team, theresearcherdeclined,
preserving control over theirwork.
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